Changes
to FirebirdNet

Parents,

We recently updated our school Intranet to comply with DoD Security Guidelines. Our new URL for the

School Intranet is httpS://firebirdnet.pac.dodea.edu.

What does this mean for you?

You may receive warning messages about accessing our site from home. Various web browsers will offer
you different warning messages. Please follow these steps to access our secure site:

If you are using Internet Explorer: e

Step #1: When you first access FirebirdNet you will see the following page:
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} There is a problem with this website's security certificate.
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i The security certificate presented by this website was issued for a differe
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i Security certificate problems may indicate an attempt to fool you or interce
send to the server.
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?i We recommend that you close this webpage and do not continue to thi
'jl & Click here to close this webpage.
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If you were to click on the Continue to this website link you may receive the following error message:
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S 9 Internet Explorer cannot display the webpage
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i What you can try:

l l Diagnose Connection Problems

j' = More information
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You will need to download the appropriate DoD (Department of Defense) digital certificate to grant you
access to this secure site. To download this digital certificate click on the following link:
https://www.dodpke.com/InstallRoot/
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InstallRoot 3.13
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InstallRoot for Microsoft Windows

R

InstallRoot 3.13.msi A graphical utility that can be used to install and manage DoD authorized
root and intermediate Cerification Authorities (CAs) on Microsoft-based operating systems.
NOTE: This versions reguives a Java Runtime Environment(JRE) to be installed.
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! InstallRoot Microsoft Windows with packaged JRE
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J% InstaliRoot 3.13wJRE-6u18.msi InstallRoot pre-packaged with Java Runtime Environment 6 update 18.
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Step #2: Click and download the installRoot 3.13Wjre-6ul8.msi file. Save the file to your computer.

Step #3: Double-click and run (install) the file. Follow the instructions on the screen to install the free
digital certificate.




Welcome to the InstallRoot
3.13 Setup Wizard

The Setup Wizard will install InstalRoct 3,13 on your
computer. Click *Next” to conbinws or "Cancel” to exit the
Setup Wizard,

i M=t = I | Cancel

Accept the default settings:

& InstallRoot 3.13 Setup

Configure Shortcuts
Create application shortouts

Create shortouts for InstalRoot 3,13 in the following locations:

[ besktop
[#] Start Merw: Pragrams Folder

Advanced Installer

<Back || met> | [ cancel

Click next...

i@ InstallRoot 3.13 Setup

Select Installation Folder
This Is the folder where InstallRoot 3,13 wil be installed.

To inskall in this Folder, click "Next", To nstall to a different Folder, enter i below or click

Bromese”,

Folder:

|C:\Program Fles\DoD-FKE|Installtoot Browse...

Advanced Installer

[ < Back “ Mext = i [ Cancel




& InstallRoot 3.13 Setup

Installing Installtoot 3.13

Please wait whils the Setup Wizard instals InstallRoot 3.13. This may take several
Finukes

Stahus:
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Advanced Irstaller

Press the finish button:

i& InstallRoot 3.13 Setup

Completing the InstallRoot
3.13 Setup Wizard

Cick the "Finish” butban bo exdt: the Setup Wizard.

Launch InstalRoot 3,13

When you press finish the confirmation install screen may display.

InstallRoal

Filz  View Help
InstallRoot - Standard Mode Version 3.13
{Select Trust Stare)

NIPR

[¥] Instal Dol N q')‘ ou have successhully installed the cartificates,

[[] Instald JITC and .
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‘ [} Instal Dol SIPRMET Certificates (Default Instal - SIPR)

Select Trust Store: |Windows | Internet Explorer s |

Please close and then open Internet Explorer browser. You may now access the secure FirebirdNet site.
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If you are using Firefox: U’

Users accessing FirebirdNet using the Firefox web browser may see the following page. With Firefox,
users will not have to download the digital certificate to access FirebirdNet. Rather users may add the
site to the Firefox trust site list.

This Connection is Untrusted

% Yiou have asked Firefox to connect securely to districtnet.okinawa.pac.dodea.edu, but we can't

confirm that your connection is secure.

Moy, wihen vou try o conmect securely, sites wil present trusted identificstion bo peove that viou
are going to the right place. However, this sites identity can® be verfied.

What Should I Do?

TF o wsualy conrect to this site without: prablems, this ernor could mesn that someone i brying to
Impersonate the site, and you shouldnt continue,

Gek me out of herel

Technical Details

I Understand the Risks*_-——-

Step #1: Select | Understand the Risks.

This Connection is Untrusted

% *You hawve asked Firefox to connect securely ko districknet.okinawa.pac.dodea.edu; but ve can't

confirm that your connection is secure

Normally, when you try to connect securely, sites wil present trusted identification to prove that you
ane going to the right place. Howewver, this sibe’s identity cant be verified.

What should 1 Do?

IF wou usuaky connect to this site without problems, this error could mean that someone is trying to
imper sonate the site, and you shouldn® continue.,

Get me out of heral

Technical Details

1 Understand the Risks

TF yiou understand what's going on, wou can bel Firefox ba start trusting this ske's identfication, Even
if you trust the site, this error could mean that someone is tamipering with your

connection.

Don't add an excepbion unless you know there's a good reason why this sbe dosen't use trusted
Identification.

Add Exception.... ?

Step #2: Select the Add Exception button.




Add Security Exception

You are shout to override how Firefox identifies this site,
Legitimate banks, stores, and other public sites will not ask you to do this.

Certificate Status
This ske sttempks to identify kself with invalid information,
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Unknown Identity

Certificate is ok trusted, because & hasn't been verified by a recognized authority,

[gorfimSecuntyExceptinnl [ Cancel ]

Step #3: Select Confirm Security Exception. (The DoD certificate used to secure the school’s Intranet
site is from the Department of Defense and not a commercial certificate authority like Verisign. For this
reason, you may receive the innocuous “Unknown Identity” warning.)

Once you do this you may then proceed and access FirebirdNet.

Thank you for your patience while we do more to ensure our school’s online presence is secure.

Please contact Tina.Kisela@pac.dodea.edu if you encounter any problems.




